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Abstract

Nowadays, thanks to the advent and development of such modern information technologies as IoT, Big
Data, Blockchain and many others, digitalization affects more and more areas of Russian business. Such
changes are inevitably reflected in enterprise architecture. This research discusses the need to adapt the
standard enterprise architecture framework, TOGAF, to present the latest technologies in it. Moreover, a
list of digital architecture’s requirements of the Russian business for the technologies ensuring its
implementation has been compiled.

Keywords: digital architecture, enterprise architecture, IT requirements, enterprise architecture
framework

Introduction

Digitalization is a business transformation. This is the use of information technologies (IT) for the
implementation of business processes and the digitization of all types of information that can benefit the
business (Legner et al., 2017). Digitalization is changing not only business, but the whole society,
creating electronic services, products, changing the usual approach to production, work, training. For
example, the creation of a single digital infrastructure for public services, advanced online banking,
electronic medical records, online universities and the robotics of some professions, all this is just an
incomplete list of innovations that came with the advent of digitalization (Dubgorn, Zaychenko, &
Grashhenko, 2018).

This change in business became possible only thanks to the active development and popularization of the
latest technologies. According to the «Hype Cycle for Emerging Technologies» popularity chart,
technologies such as Blockchain, Digital Twins, Virtual Assistants, the Internet of Things and Deep
Learning are now at the peak of high expectations, which means that they are in the active phase of
implementation and use in various fields (Figure 1)(Panetta, 2018).
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Fig. 1: Hype Cycle for Emerging Technologies, 2018

Consider examples of the implementation of these technologies in Russian business. For example,
Blockchain technology has become the basis of a project for registering participatory construction
contracts. This project will allow to have more transparent transactions, both for equity holders and for
the state (Kolobov, Filatova, Borshcheniuk, Semerianova, & Bayanov, 2019). Moreover, the project of
the first information system in Russia for antitumor clinical research based on the Blockchain
implemented by one of the oncology research center can be highlighted. Such a system will make it
possible not only to register research volunteers, but also to secure their personal information (I. Ilin,
Levina, Lepekhin, & Kalyazina, 2018). Digital twin technologies are actively used in one of gas and oil
companies to create unified control centers for oil refineries and oil producers. This allows to diagnose
objects, manage them, predict and optimize their work remotely (Zaychenko, Smirnova, & Kriukova,
2018). Speaking about virtual assistants, it is worth mentioning first of all voice assistant from Russian IT
company, whose monthly audience is 35 million unique users. This assistant can not only answer
questions and order a taxi, but also be the basis of a Smart Home system, coordinating all Internet things
on the network. Speaking about the Internet of Things, which is the basis of many modern technologies,
should be mentioned that production and transport are leaders in investing in the Internet of things in
Russia. Moreover, the Internet of Things is actively used in the field of housing and communal services,
this is ensured by smart meters that transmit and analyze data (Zaychenko, Borremans, & Gutman, 2018).
Deep Learning, in turn, is a field of machine learning research and an area of artificial intelligence (AI)
research. According to studies, virtual assistants, machine learning and predictive analysis are the most
used Al technologies in Russian business (Figure 2) (Wright & Schultz, 2018).
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Since many of these technologies have recently begun to be applied on real projects, it is now too early to
judge the success and effectiveness of these technologies in the long term, but nevertheless, active
business changes are already noticeable. Moreover, a changing business dictates requirements for
changing the architecture of the enterprise.

Today, the most famous and used enterprise architecture description framework is TOGAF. It is based on
the ADM method, which step by step describes the development of architecture. Three TOGAF
enterprise architecture domains, which can be called three layers of architecture, are distinguished: a
Business layer, an Application layer, and a Technology layer (Figure 3) (Levina, Borremans, &
Burmistrov, 2018).
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Fig. 3: TOGAF domains
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TOGAF itself is a comprehensive framework that can be adapted to the development of a specific
corporate architecture. However, from the point of view of modern IT, this framework cannot be
considered universal.

Despite the fact that TOGAF mentions and describes business services on the Business layer, application
services on the Applications layer, platform services on the Technology layer, and there is also a special
notation “Mobile IT Category” and the API is mentioned in the Applications layer and the Technology
layer, there are no cloud elements in this framework (Masuda, Shirasaka, Yamamoto, & Hardjono, 2018).

The purpose of this article is to formulate a list of requirements for information technology for the
subsequent description of the new digital business architecture framework for Russian business.

Literature Review

Information technology requirements imply a description of the properties and qualities of information
systems, software and hardware. Speaking about IT requirements in general, there are two types of
requirements: functional and non-functional in nature. The first type describes the requirements for the
behavior of the system, the second - shows the requirements for the nature of the behavior of the system
(Becker, Tebes, Peppino, & Olsina, 2019). The subtypes of requirements and their case examples in more
details are presented in the Table 1. The examples are made on the basis of Russian transport industry (I.
V. Ilin, Iliashenko, Klimin, & Makov, 2018).

Table 1: IT requirements

Type of Subtype of
requirements . Characteristic and example of requirements
requirements
nature
1. 1.1 Description of the high-level goals of the enterprise that will be
achieved by implementing IT. Example: Intelligent Transport
Functional Business Infrastructure, within the framework of the Smart City concept,
requirements should automatically inform the traffic participants with up-to-
date information using digital information boards (DIB)
(Bolobonov, Ilin, Korolev, & Frolov, 2019).
1.2 Description of how the product is used by the end user. Example:
User Stories describing the driver, who changed the route, having
User learned the latest information from the DIB.
requirements
1.3 Description of the functionality that can be implemented in this
system. Example: The digital information boards should display
Functional the optimal speed, calculated taking into account weather
requirements conditions and congestion routes.
2. 2.1 A characteristic defining or restricting certain aspects of a
business. Example: Placement of the DIB should be in
Non- Business rules | accordance with the standard.
functional
2.2 Description of a specific method for implementing product
functionality. Example: a system for analyzing the current
System situation on the road should be located on a cloud platform where
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requirements unstructured big data will be processed.

23 Description of the content of documents required for
implementation. Example: documentation for the development of
Documentation | an information system must comply with an international
Requirements | standard IEEE Std 1016-1998 «IEEE Recommended Practice for
Software Design Descriptions».

24 Description of graphic, visual and navigational aspects of the
developed IT. Example: The font used in the DIB should be read

Design and when visibility is poor.

usability

requirements

2.5 Description of the created security levels, access levels,
identification process and information flows. Example: Only

Security and leading programmers can access changes to the system

Reliability algorithm.

Requirements

2.6 Description of performance indicators, fault tolerance, etc.
Example: a system can be updated only at night.

Function

metric

requirements

2.7 Description of the required level of staff skills and requirements

for working with IT. Example: After each major update of the
Operation and | information system, staff training is required.

Personnel

Requirements

2.8 Description of the possibility of integration, mobility, autonomy.
Example: a system must be integrated with all Smart City

Other systems (Chourabi et al., 2012).

requirements

and restrictions

It can be noted that all the requirements listed above relate to different layers of the enterprise
architecture: from the goals and initiatives of the business (1.1, 2.1, 2.3, 2.7, 2.8) and specific applications
(1.2, 1.3, 2.4,), ending with the requirements for networks and IT infrastructure (2.2, 2.5, 2.6).

Results

The enterprise architecture represents a comprehensive vision of the organization. That is why the
framework on which it is built should reflect all aspects of the business, including new information
technologies. To create this new framework for building a digital architecture, it is necessary to take into
account not only existing standards and contain not only the basic requirements for IT, but also include a
number of additional organizational requirements (Masuda & Viswanathan, 2019). The list of such
requirements includes:
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1. Standardization of the main business processes of the selected industry.

One of these requirements is the standardization of the main business processes of a particular industry
and the creation of flexible data management platforms. Such standardization will allow the development
of more “box version” IT solutions, which will accelerate the pace of digitalization of area. Moreover,
this will allow the creation of adapted versions of reference models of enterprise architecture for specific
industries.

2. Creation and incorporation of an Architecture Board into organization.

The next requirement is the mandatory inclusion of Architecture Board in the organization, which would
allow to create high-quality and flexible models, as well as understand the necessary level of IT
implementation in a particular case.

3. Analysis of demand for IT.

This analysis and subsequent management in a specific area should also become the basis for building the
architecture of a digital enterprise. This will not only reduce the cost of introducing new IT in the
industry, but also make it possible to predict the risks associated with their implementation.

4. Assessment of the enterprise maturity regarding the application of IT.

Another important aspect may be the level of the enterprise maturity for the implementation of modern
technologies. The created assessment model will allow building models for implementing various IT for
specific cases.

The requirements described above should be the core of the enterprises development along with
functional and non-functional requirements. It is a combination of organizational, functional and non-
functional requirements that will allow to build an ecosystem of enterprise architecture for the subsequent
creation of reference models and a new framework.

Conclusions and Discussions

The digitalization and development of modern enterprises is inextricably linked with a change in the
enterprise architecture. The new digital architecture puts new demands on information technology. Now
these requirements should be not only functional in nature, for example, a description of the strategy and
technical means of its implementation based on user requirements. Also, requirements of a non-functional
nature should be taken into account, for instance, requirements for documentation, interface,
standardization, personnel, etc. Moreover, the organizational requirements describing the approach to IT
implementation become the most important requirement of the digital space architecture.

In the further studies, the issue of forming a reference model of the digital Russian business based on the
described IT requirements can be considered. Moreover, the question of formalizing organizational

requirements, for example, by creating a model for assessing the enterprise maturity and their readiness to
implement modern IT, can be raised.
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